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Introduction
In Focus:

The special procedures of the
Human Rights Council are
independent human rights experts
with mandates to report and advise
on human rights from a thematic or
country-specific perspective. The
system of Special Procedures is a

f central element of the United

Nations human rights machinery
and covers all human rights: civil,
cultural, economic, political, and
social. As of 24 March 2017, there
are 43 thematic and 13 country_

manda;gs. '''''''
Wlth the support of the Office of

the United Natlons_mg_T
Commtssgner for Human Rights
(ﬁHCHR} special procedures

undertake country visits; act on

individual cases and concerns of a broader, structural nature by
sendin cornrnumcataons to States an ofﬁers i wiich they bnng

studies and and  convene expert ccnsultatlons contnbute to the
development of international human nghts standards, engage in
advor.ar.y raw awaréness and provide advice for t technlca!
cooperatian. Special procedures report annually to the Human
Rights Council; the majority of the mandates also reports to the
General Assembly. Their tasks are defined in the resolutions
creating or extending their mandates.

Read more ...

What special procedures have accomplished in 2016 at a

glance

The latest annual report, Corrigendum of special procedures and its
addendum which covers the period from 1 January to 31 December
2016, provides updated information on the system of special
procedures as a whole and its achievements, including facts and
figures. This year these facts and figures form a separate
addendum. It gives a comprehensive overview of the activities
undertaken by special procedures in 2016, both individually and as
a system, including country visits, communications, thematic
reports, follow-up activities, joint actions, development of
international standards and advocacy. The report also reflects the
work of the Coordination Committee as well as covers the main
issues discussed at the twenty-second annual meeting of special
procedures of the Human Rights Council, held in Geneva from 6 to

10 June 2016.

Cooperation with the special procedures and acts of

intimidation and reprisals

Engagement of individuals and groups with the special procedures
without fear of reprisal is essential for the fulfilment of their
mandates, as established by the Human Rights Council. Therefore
addressing acts of intimidation and reprisal against those who seek

Yanghee Lee, Chair of the
Coordination Committee, presents
the Annual Report of Special
Procedures to the 34th session of
the HRC, 15 March 2017
Statement / Report,

Corrigendum and addendum

> Statement by the Coordination
Committee of Special Procedures at
the 26th Special Session of the
Human Rights Council on the human
rights situation in South Sudan

> Statement of the Special
Procedures on the occasion of
Human Rights Day 2016: "Human
rights under increasing attack
worldwide", 9 December 2016

> Statement by the Coordination
Committee of Special Procedures,
voicing concern that some countries
are seeking to retrospectively block
the creation of the mandate of an
Independent Expert designated to
tackle violence and discrimination
based on sexual orientation and
gender identity

> Statement of the Coordination
Committee of Special Procedures at
the 25th Special Session of the
Human Rights Council on the
deteriorating situation of human
rights in the Syrian Arab Republic,
and the recent situation in Aleppo,
21 October 2016

>Reports submitted to the 71st
session of the General Assembly

> Joint statement of the Special
Procedures and Treaty Bodies an the
Inter-American Commission on
Human Rights financial crisis: "We
cannot let it go bankrupt” - Two key
UN rights bodies urge crucial funding
for regional rights organ, 3 June
2016

> Michael Addo, Chairperson of the
Coordination Committee, presents
the annual report of special
procedures to the 31st Human
Rights Council session, 15 March
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Thematic mandates

Directory of mandate
holders

Current and former
mandate holders for
existing mandates

How to submit
information

Apply to become an
independent United
MNations expert of the
Hurman Rights Council

MNomination, Selection
and Appointment of
Mandate Holders (UN
Consultative Group)
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Country and other visits

Engagement with other
intergovernmental fora

Reports to the Human
Rights Council

Reports to the General
Assembly

Seminars and
consultations

Recommendations
Follow-up

Special Procedures
Communications

Introduction to
communications

Online submission to
special procedures

Communications report
Communications search
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Annual reports on special
procedures
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Human Rights Council

Twenty-eighth session

Agenda item 3

Promotion and protection of all human rights, civil,
political, economic, social and cultural rights,
including the right to development

Angola,* Argentina, Austria,* Belgium,* Bosnia and Herzegovina,* Brazil, Bulgaria,*
Croatia,* Cyprus,* Chile,* Denmark,* Djibouti,* El Salvador, Georgia,* Germany,
Greece,* Haiti,* Honduras,* Hungary,* Iceland,* Indonesia, Ireland, Italy,*
Liechtenstein,* Luxembourg,* Mexico, Montenegro, Netherlands, Nicaragua,*
Norway,* Panama,* Paraguay, Peru,* Poland,* Portugal, Serbia,* Slovakia,*
Slovenia,* Spain,* State of Palestine,* Switzerland,* Tajikistan,* Timor-Leste,*
Uganda,* Uruguay,* Zambia:* draft resolution

28/... The right to privacy in the digital age

The Human Rights Council,
Guided by the purposes and principles of the Charter of the United Nations,

Reaffirming the human rights and fundamental freedoms enshrined in the Universal
Declaration of Human Rights and relevant international human rights treaties, including the
International Covenant on Civil and Political Rights and the International Covenant on
Economic, Social and Cultural Rights,

Recalling the universality, indivisibility, interdependence and interrelatedness of all
human rights and fundamental freedoms,

Reaffirming the Vienna Declaration and Programme of Action,

Recalling Human Rights Council resolution 5/1 on institution-building of the
Council, and resolution 5/2 on the Code of Conduct for Special Procedures Mandate
Holders of the Council, of 18 June 2007, and stressing that the mandate holder shall
discharge his or her duties in accordance with those resolutions and the annexes thereto,

Recalling also General Assembly resolutions 68/167 of 18 December 2013 and
69/166 of 18 December 2014 on the right to privacy in the digital age, and Human Rights
Council decision 25/117 on the panel on the right to privacy in the digital age,

" Non-member State of the Human Rights Council.

GE.15-06164 (E)
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Recalling further Human Rights Council resolutions 20/8 of 5 July 2012 and 26/13
of 26 June 2014 on the promotion, protection and enjoyment of human rights on the
Internet,

Welcoming the work of the Office of the United Nations High Commissioner for
Human Rights on the right to privacy in the digital age, noting with interest its report
thereon,' and recalling the panel discussion on the right to privacy in the digital age held
during the twenty-seventh session of the Human Rights Council,?

Taking note of the report of the Special Rapporteur on the promotion and protection
of human rights and fundamental freedoms while countering terrorism,’ and the report of
the Special Rapporteur on the promotion and protection of the right to freedom of opinion
and expression,”

Noting with appreciation general comment No. 16 of the Human Rights Committee
on the right to respect of privacy, family, home and correspondence, and protection of
honour and reputation,’ while also noting the vast technological leaps that have taken place
since its adoption,

Recalling that the General Assembly in its resolution 69/166 encourages the Human
Rights Council to remain actively seized of the debate on the right to privacy in the digital
age, with the purpose of identifying and clarifying principles, standards and best practices
regarding the promotion and protection of the right to privacy, and to consider the
possibility of establishing a special procedure to that end,

Recognizing the need to further discuss and analyse, on the basis of international
human rights law, issues relating to the promotion and protection of the right to privacy in
the digital age, procedural safeguards, effective domestic oversight and remedies, the
impact of surveillance on the right to privacy and other human rights, as well as the need to
examine the principles of non-arbitrariness and lawfulness, and the relevance of necessity
and proportionality assessments in relation to surveillance practices,

Reaffirming the human right to privacy, according to which no one shall be
subjected to arbitrary or unlawful interference with his or her privacy, family, home or
correspondence, and the right to the protection of the law against such interference, and
recognizing that the exercise of the right to privacy is important for the realization of the
right to freedom of expression and to hold opinions without interference and the right to
freedom of peaceful assembly and association, and is one of the foundations of a
democratic society,

Noting that the rapid pace of technological development enables individuals all over
the world to use new information and communications technology and at the same time
enhances the capacity of governments, companies and individuals to undertake
surveillance, interception and data collection, which may violate or abuse human rights, in
particular the right to privacy, as set out in article 12 of the Universal Declaration of Human
Rights and article 17 of the International Covenant on Civil and Political Rights, and is
therefore an issue of increasing concern,

A/HRC/27/37.

See A/HRC/28/39.

A/69/397.

A/HRC/23/40 and Corr.1.

Official Records of the General Assembly, Forty-third Session, Supplement No. 40 (A/43/40),
annex VL.
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Noting also that, while metadata can provide benefits, certain types of metadata,
when aggregated, can reveal personal information and can give an insight into an
individual’s behaviour, social relationships, private preferences and identity,

Emphasizing that States must respect international human rights obligations
regarding the right to privacy when they intercept digital communications of individuals
and/or collect personal data and when they require disclosure of personal data from third
parties, including private companies,

Recalling that business enterprises have a responsibility to respect human rights as
set out in the Guiding Principles on Business and Human Rights: Implementing the United
Nations “Protect, Respect and Remedy” Framework,

Deeply concerned at the negative impact that surveillance and/or interception of
communications, including extraterritorial surveillance and/or interception of
communications, as well as the collection of personal data, in particular when carried out
on a mass scale, may have on the exercise and enjoyment of human rights,

Noting with deep concern that, in many countries, persons and organizations
engaged in promoting and defending human rights and fundamental freedoms frequently
face threats and harassment and suffer insecurity, as well as unlawful or arbitrary
interference with their right to privacy as a result of their activities,

Noting that, while concerns about public security may justify the gathering and
protection of certain sensitive information, States must ensure full compliance with their
obligations under international human rights law,

Noting also in that respect that the prevention and suppression of terrorism is a
public interest of great importance, while reaffirming that States must ensure that any
measures taken to combat terrorism are in compliance with their obligations under
international law, in particular international human rights, refugee and humanitarian law,

1. Reaffirms the right to privacy, according to which no one shall be subjected
to arbitrary or unlawful interference with his or her privacy, family, home or
correspondence, and the right to the protection of the law against such interference, as set
out in article 12 of the Universal Declaration of Human Rights and article 17 of the
International Covenant on Civil and Political Rights;

2. Recognizes the global and open nature of the Intermet and the rapid
advancement in information and communications technology as a driving force in
accelerating progress towards development in its various forms;

% Affirms that the same rights that people have offline must also be protected
online, including the right to privacy;

4, Decides to appoint, for a period of three years, a special rapporteur on the
right to privacy, whose tasks will include:

(@) To gather relevant information, including on international and national
frameworks, “national practices and experience, to study trends, developments and
challenges in relation to the right to privacy and to make recommendations to ensure its
promotion and protection, including in connection with the challenges arising from new
technologies;

(b)) To seek, receive and respond to information, while avoiding duplication,

from States, the United Nations and its agencies, programmes and funds, regional human

_rights mechanisms, national human rights institutions, civil society organizations, the
private sector, including business enterprises, and any other relevant stakeholders or parties;
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(¢)  To identify possible obstacles to the promotion and protection of the right to

privacy, to identify, exchange and promote principles and best practices at the national,
regional and international levels, and to submit proposals and recommendations to the
Human Rights Council in that regard, including with a view to particular challenges arising
in the digital age;

(d)  To participate in and contribute to relevant international conferences and
events with the aim of promoting a systematic and coherent approach on issues pertaining
to the mandate;

(e)  To raise awareness concerning the importance of promoting and protecting
the right to privacy, including with a view to particular challenges arising in the digital age,
as well as concerning the importance of providing individuals whose right to privacy has
been violated with access to effective remedy, consistent with international human rights

obligations;

4] To integrate a gender perspective throughout the work of the mandate;

(g) To report on alleged violations, wherever they may occur, of the right to
privacy, as set out in article 12 of the Universal Declaration of Human Rights and article T7
of the International Covenant on Civil and Political Rights, including in connection with the
challenges arising from new technologies, and to draw the attention of the Council and the
United Nations High Commissioner for Human Rights to situations of particularly serious

concern,

(h)  To submit an annual report to the Human Rights Council and to the General

Assembly, starting at the thirty-first session and the seventy-first session respectively;

5. Invites the Special Rapporteur to include in the first report considerations that
the mandate holder finds relevant to address the right to privacy in the digital age:

6. Calls upon all States to cooperate fully with and assist the Special Rapporteur
in the performance of the mandate, including by providing all necessary information
requested by him or her, to respond promptly to his or her urgent appeals and other
communications, to consider favourably the mandate holder’s requests to visit their
countries and to consider implementing the recommendations made by the mandate holder
in his or her reports;

7. Encourages all relevant stakeholders, including the United Nations and its
agencies, programmes and funds, regional human rights mechanisms, national human rights
institutions, civil society and the private sector to cooperate fully with the Special
Rapporteur to enable the mandate holder to fulfil the mandate;

8. Requests the Secretary-General and the High Commissioner to provide the
Special Rapporteur with all the human and financial resources necessary for the effective
fulfilment of the mandate;

9. Decides to continue its consideration of the matter under the same agenda
item.
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Mandate of the Special Rapporteur on the right to privacy

REFERENCE:
CL JEN 12017

18 May 2017

Hon. Prime Minister,
]
[ have the konour to address you in my capacity as Special Rapporteur on the
right to privacy, pursuant to Human Rights Council resolutions 28/16.

In this connection, I would like to bring to the attention of your Excellency’s
Government information I have received concerning a proposed bill revising parts of
the Act on Punishment of Organized Crimes and Control of Crime Proceeds, also
known as the “anti-conspiracy” bill which due to its broad scope may, if adopted into
law, lead to undue restrictions to the rights to privacy and to freedom of expression.

According to the information received:

A bill revising parts of the Act on Punishment of Organized Crimes and Control
of Crime Proceeds, also known as the ‘anti-conspiracy’ bill was submitted by the
Japanese Government to the Parliament last 21 March 2017. .

Reportedly, the amendments proposed significantly expand the scope covered Ey
Article 6 (Preparation for organized homicide and other organized crimes) of the
law. According to the translation made available to us the new article would read
as: -

“drticle 6 : 2(1)Two or more persons who plan, as part of activities of terrorist
groups or other organised criminal groups, the commission of criminal acis listed in
the following sections by such groups, are subject to the punishment prescribed in
each of those sections, if any of them have arranged funds or goods or carried out
preliminary inspections of relevant locations pursuant to the plan or other
preparatory acts for the purpose of commiiting the planned criminal acts. An
organized criminal group means a group of persons whose common purpose is to
carry out the crimes enumerated in Appendix 3. However, those who surrender prior
1o executing the crime will have a reduced or exemption from that sentence.”
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Further to this amendment, 277 new types of crime would be added through the
“Appendix 4”. Concerns were raised that such an important part of the law is part
of an attachment to the law since it makes it much harder for citizens and experts
to understand the actual scope of the provision.

Additionally, appendix 4 would permit the application of laws for crimes which
appear to be totally unrelated with the scope of organized crime and terrorism,
such as those related to Article 198 of the Forest Act which criminalizes theft of
forestry products in reserved forests, Articles 193, 195 ,196 of the Cultural
Properties Preservation Act which prohibit, infer alia, exporting without
permission and destroying important cultural properties, and Article 119 of the
Copyright Act, which prohibits violations of copyrights.

Reportedly, the bill was submitted with the aim of adapting national legislation to
the United Nations Convention on Transnational Organized Crime, supporting the
international community in its efforts to combat terrorism. Yet, questions were
raised on the pertinence and necessity of this additional legislation.

Reportedly, the government alleged that the targets of investigations to be pursued
because of the new bill would be restricted to crimes in which an “organized
crime group including the terrorism group™ is realistically expected to be
involved. Yet, the definition of what an “organized ctiminal group” is vague and
not clearly limited to terrorist organizations. It was further stressed that authorities
when questioned on the broad scope of application of the new norm indicated that
the new bill requires not only “planning” to conduct the activities listed but also
taking “‘preparatory actions” to trigger investigations. Nevertheless, there is no
sufficient clarification on the specific definition of “plan” and “preparatory
actions” are too vague to clarify the scope of the proscribed conducts.

Additional concerns indicate that in order to establish the existence and the extent
of such “a planning” and “preparatory actions” it is logical to assume that those
charged would have had to be subjected to a considerable level of surveillance
beforehand. This expectation of intensified surveillance calls into question the
safeguards and remedies existing in Japanese law with regard to privacy and
surveillance. :

Concerns were also raised on the potential impact of the legislation in the work of
non-Governmental Organizations, especially those working in sensitive areas for
national security. The government allegedly reiterated that the norm application
would not affect this sector. Yet, it was alleged that the vagueness in the definition
of “organized criminal group” could still create the opportunity for legitimizing,
for example the surveillance of NGOs considered to be acting against national
interest.



Finally, reports underline the lack of transparency around the drafting of the
original draft and the pressure of the Government for the rapid adoption of the Jaw
during the current month, undermining the promotion of adequate public debates.

Serious concern is expressed that the proposed bill, in its current form and in
combination with other legislation, may affect the exercise of the right to privacy as well
as other fundamental public freedoms given its potential broad application. In particular I
am concerned by the risks of arbitrary application of this legislation given the vague
definition of what would constitute the “planning” and the “preparatory actions” and
given the inclusion of an overbroad range of crimes in the Appendix which are apparently
unrelated to terrorism and organized crime.

The principle of legal certainty requires that criminal liability shall be limited to
clear and precise provisions in the law, ensuring reasonable notice of what actions the law
covers, without unduly broadening the scope of the proscribed conducts. The “anti-
conspiracy bill” in its current form does not appear to conform to this principle given that
its vague and subjective concepts could be interpreted very broadly and lead to legal
uncertainty.

The right to privacy appears to be particularly affected by the possibility of broad
application of this law. Further concern is expressed that the allegedly expedited process
used to push draft law may have a detrimental impact on human rights since the fast-
tracking of legislative procedures. unduly limit broader public debate on this crucial
matter. Five specific areas of my mandate’s concern focus on the absence of privacy-
relevant safeguards and remedies:

1. Our initial assessment of the current draft would suggest that the new law
or accompanying measures would not introduce any new additional
specific articles or provisions which would establish appropriate
safeguards for privacy in an environment where increased surveillance
would be required to establish the existence of an offence under the new
proposed anti-terror law.

2. As far as knowledge in the public domain permits us to establish, there are
also no plans to either reinforce ex-ante warrants for the carrying out of
surveillance;

3 There seem to be no plans to establish a statutory independent body in

order to pre-authorise the carrying out of surveillance for national security

purposes. This suggests that the establishment of such vital checks remains

at the discretion of the specific agencies carrying out the operations.

4, Additionally, there are concerns about the oversight of the operations of
law enforcement and security and intelligence services especially insofar
as their activities are compliant or the extent to which they may interfere
with the right to privacy through methods which are neither necessary nor



proportionate in a democratic society. A sub-set of these concerns is the
quality of judicial oversight and review when police request surveillance
measures in order to carry out observations such as GPS detection or
monitoring of activities on electronic devices. '

n

Concerns are raised particularly with regard to the impact of the
application of the new norms on the right to privacy giver the broad
opportunity the new norm would create for the Police to request for
warrants to search for information on suspect individuals. According to
information received, courts in Japan have to date demonstrated
themselves to be extremely prone to accept warrant requests: practically
all applications for wiretapping made by the police were reportedly
accepted by courts in 2015 (figures made available to us suggest that
approximately only 3% or less of all requests for warrants were rejected).

While I do not wish to prejudge the accuracy of the information on the proposed
law reforms and their potential impact on the right to privacy in Japan, I would like to
draw the attention of your Excellency’s Government to the obligations regarding the right
to privacy, established by the Intemnational Covenan: on Civil and Political Rights
(ICCPR), which Japan ratified in 1978. Article 17(1) of the ICCPR provides for the rights
of individuals to be protected, inter alia, against arbitrary or unlawful interference with
their privacy and correspondence and provides that everyone has the right to the
protection of the law against such interference. Furthermore, I would also like to call your
Government attention to General Assembly resolution A/RES/71/199 where States note
that “while concems about public security may justify the gathering and protection of
certain sensitive information, States must ensure full compliance with their obligations
under international human rights law.”

As it is my responsibility, under the mandates provided to me by the Human
Rights Council, to seek to clarify all cases brought to my attention, I would be grateful
for your observations on the following matters:

1 Please provide any additional information and/or comment(s) you may
have on the accuracy of the above-mentioned allegations.

2 Please provide information on the status of the bill revising parts of the
Act on Punishment of Organized Crimes and Control of Crime
Proceeds

3. Please provide information on the compatibility of the draft law with

international human rights norms and standards.

4, Please provide details on the opportunities for public participation
including whether civil society representatives, will have an opporfunity to
review the draft law and provide comments thereon.



If requested, 1 would be honored to provide any expertise and counsel on the
matter to support the Japanese government in order to improve the pending legislative act
as well as other existing legislation in Japan as appropriate and required by the
international legal order.

Finally, in light of the advanced stages of the legislative process, in my view,
these are matters warranting immediate public attention. Therefore, I would like to
inform your Excellency’s Government that this communication will be made available to
the public and posted on the website page for the mandate of the Special Rapporteur on
the right to privacy and 1 will prepare a press release explaining my concerns and
indicating that we have been in contact with your Government to clarify the issues in
question.

Your Excellency’s Government’s response will also be made available on the
same website as well as in a report to be presented to the Human Rights Council for its

consideration.

Please accept, Excellency, the assurances of my highest consideration.

orr‘?/éfwwé«/

Joseph Cannataci
Special Rapporteur on the right to privacy
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Response to the statement of the Chief Cabinet Secretary

Joseph Cannataci

My letter was completely appropriate and especially in the context where the
Japanese Government unwisely decided to ram this legislation through without an
adequate period of public consultation and debate which would have permitted
adequate consideration of the measures proposed. It is my duty as Special
Rapporteur to make recommendations on national legislation and respond to
information received: my letter was the best way to fulfil my duties under the

circumstances.

The “strong protest” received from the Japanese Government was just angry words
but no substance. It did not contradict my letter on one single point of substance. It
did not address even one of my many concerns about privacy or other defects. On
receipt of the protest, in the morning of Friday 19" May, I made the following offer:

“ Should the Government of Japan wish to provide an official translation and indicate
where, within that law, or indeed within any other existing law or contemplated in
accompanying measure, the new law includes or is covered by remedies and
safeguards for the protection of privacy equivalent to those indicated in his letter [
would be pleased to publicly withdraw that part of my letter which is proven to be
inaccurate.” The Japanese Government has, so far, proved incapable of sending
anything which contains substantive responses or corrections so, unless and until |
will be corrected on any point of fact, I stand by ever single word, full stop and
comma of what [ wrote to Prime Minister Shinzo Abe. There is absolutely no
justification for the Japanese Government to behave in this way and push through

seriously defective legislation in such a rush.

In its protest the Japanese Government re—iterated its oft-made claim that it needs
this legislation to be able to ratify the United Nations Convention against
Transnational Organized Crime ahead of the Tokyo Olympics 2020. That is no
excuse to try and pass a bill without adequate safeguards for privacy being in place.
It would have been perfectly possible to draft legislation which permits Japan to

accede to this UN treaty while also taking the opportunity to become a leader in the



protection of privacy and other fundamental human rights rather than legislate in a

way where such safeguards are conspicuous by their absence.

I have a deep affection for Japan and its culture. Moreover, | have investigated the
nature and history of privacy in Japan and followed the development of privacy and
data protection law in that country for more than thirty years. | expect Japan to set
a high standard and give a good example to other countries in the region as well as
globally, so it is with great sadness and reluctance that | had to write the letter you
refer to.

At this stage one can only hope that the Government of Japan will take heed and
introduce the privacy—focused safeguards and remedies that | have mentioned in my
letter. As | have said in that letter, | would be very happy to help the Government of
Japan arrive at a more sensible position should it wish to take me up on my offer of
assistance. This is the time for the Government of Japan to sit back for a minute,
reflect, realise that it can do things in a better way and then proceed to behave like a
world—class democracy by taking the time necessary to introduce all the safeguards |
have outlined in my letter. If and when it does so | will be there to support it every

step of the way.
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